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3 LONGTITLE
4 General Description:
5 Thishill {relates} enacts provisions regarding foreign adversary threats to critical infrastructure
{ protection-and-communications security} .
6 Highlighted Provisions:
7 Thishill:
8 » definesterms;
8 » {establishesrequirementsforacecess} directs the Utah Cyber Center to devel op guidance on
foreign adversary threats to critical infrastructure { by-foreign-entities} ;
9 . . . . I i cation f iealint 3
10 » prohibits { certainforeign-adversary-} use of federally banned equipment in critical infrastructure;
11 » {restri ansportation technologies and communications-eguipment from-foreign
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authorizes voluntary security assessmentsfor critical infrastructureinvolving foreign

adver sary technology; and
» provides { administrativepenalties} for { vielations;} coordination between the Utah Cyber
Center and governmental entities on critical infrastructure security.

Money Appropriated in thisBill:
None
Other Special Clauses:
None
Utah Code Sections Affected:
ENACTS:
63A-16-1301 , Utah Code Annotated 1953
63A-16-1302 , Utah Code Annotated 1953

Be it enacted by the Legislature of the state of Utah:
Section 1. Section 1 isenacted to read:
63A-16-1301. Definitions.
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13. Critical Infrastructure Cyber Security

Asused in this part:
@{ (1)} "Critical infrastructure” means systems and assets { designated} operated or maintained by
{thedivision-as} agovernmental entity that are vital to { this stateconsidering whether } the
governmental entity's jurisdiction such that the incapacity or destruction of the systems and assets

would have a debilitating impact onsecurity, economic security, or public health, including:
{(1) {statesecurity;}}
{(it) {stateeconomic security;or}}
{(iit) {statepublichealth}-}
{{b) {"Critical-Hnfrastructure™includes}-}
(){ (@)} {easandeilproduction; sterage or detivery} emergency services communications systems;
A y,refi i 1)

Fror g of 1 nomen o da ala eHVerV-SvStem

(iv}{(b)} electrical power { detivery} systems,
{{v) {emergency services}}
(c) water and wastewater systems;

(vi){(d)} transportation management systems { ane-serviees;and} ;

(e) datacenters and networks; and
(vi){(f)} {personal} systemsthat store or process sensitive data or classified information { sterage

systemsHheluding-eyberseedrity-systems} .
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(2) "Cyber Center" means the Utah Cyber Center created in Section 63A-16-1102.

(5 (3)} "Foreign adversary" means a country listed in 15 C.F.R. Sec. 791.4 as{it} that regulation

existed on January 1, {2025} 2026.

(4) "Governmental entity" means the same asthat term is defined in Section 63G-2-103.

Section 2. Section 2 is enacted to read:

63A-16-1302. {Rulemaking-authority} Foreign adversary threatsto critical infrastructure --

Guidance and assessments.
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e lermaki establishing:)
(1) The Cyber Center shall, within available resources and in coordination with federal agencies,

develop and maintain guidance for governmental entities on protecting critical infrastructure from

foreign adversary cybersecurity threats.
(2) The guidance described in Subsection (1) shal include:
() best practices for identifying and assessing security risks when foreign adversary technology,

software, or services are used in connection with critical infrastructure;

(b) recommended security controls and monitoring procedures for critical infrastructure that utilizes

foreign adversary technology;

(1){(c)} procedures{ ane-qualifications} for { designating} |imiting foreign adversary accessto critical
infrastructure { under-Seetion-63A-16-1301} systems and data;

(d) methods for assessing and documenting risks associated with foreign adversary involvement in

critical infrastructure;

l—
D

recommendations for transitioning away from foreign adversary technology in critical infrastructure

when feasible and cost effective;

)
—A
N

identification of categories of critical infrastructure that present heightened security concerns if

foreign adversary technology isinvolved; and

recommendations for a comprehensive manual operations contingency plan for critical infrastructure
that:
i) details non-networked, non-automated, and manually executable procedures; and

ke

l—

ii) issufficient to sustain core operational functions of the critical infrastructure in the event of a

significant cyber incident that renders automated or networked control systems unreliable or

inoperable.

(3) The Cyber Center shall:

(2{ (@} {thecertificationform} review and {proeess} update the guidance described in { Section
63A-16-1304} Subsection (1) at least annually;

{(3) {proeeduresforpreapproval-of-contractswith

(b) make the guidance readily accessible to governmental entities through the division's website; and
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(c) include information on foreign adversary threats to critical infrastructure in briefings and materials

provided to governmental entities on cybersecurity matters.

(4) A governmental entity that operates or maintains critical infrastructure may request a security

assessment from the Cyber Center if the governmental entity:
(5){(a)} {eriteriaandproeedures} is considering procurement of technology, software, or services from

(b) identifiesthat critical infrastructure currently utilizes technology, software, or services from a

foreign adversary.

5) The Cyber Center shall prioritize security assessment requests under Subsection (4) based on:

the sensitivity of the data or systems involved;

E I s

the potential impact of a compromise on security, economic security, or public health;

)
N2>

available Cyber Center resources; and

other relevant factors determined by the Cyber Center.

A security assessment conducted under Subsection (4) may include:

el

an evaluation of potential security vulnerabilities associated with the foreign adversary technology,

software, or services;

an assessment of potential risks to critical infrastructure systems and data;

S

l—
2>

an analysis of the potential impact of a compromise of the critical infrastructure on the governmental

entity's operations, public safety, or economic security;

recommendations for security measures or contract provisions to mitigate identified risks; and

e

)
D

identification of alternative technology, software, or services that may present lower security risks.

In conducting a security assessment under Subsection (4), the Cyber Center may:

coordinate with the Department of Public Safety and other relevant governmental entities; and

ORSH

l—
O
N—"

coordinate with and utilize resources from federal agencies, including the Cybersecurity and

Infrastructure Security Agency, as available.

If the Cyber Center identifies significant security risks associated with foreign adversary technol ogy

e

in critical infrastructure, the Cyber Center may:

notify the chief information officer and the affected governmental entity of the identified risks;

recommend that the governmental entity implement enhanced security monitoring or controls,

A
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—~

¢) recommend that the governmental entity develop a plan to transition to alternative technology; or

d) recommend that the matter be referred to appropriate state or federal law enforcement or security

e |

agencies.
(9) A governmental entity that operates or maintains critical infrastructure shall, when reporting a data

breach to the Cyber Center under Section 63A-19-405, indicate whether the data breach involved

technology, software, or services from aforeign adversary.

(10) A security assessment or recommendation provided under this section is advisory only and does

not:

(a) prohibit agovernmental entity from entering into a contract or making a procurement decision; or

(b) require agovernmental entity to transition away from existing technol ogy, software, or services.

(11) Information obtained by the Cyber Center in conducting a security assessment under this section is

protected in accordance with Title 63G, Chapter 2, Government Records A ccess and M anagement
Act.

Section 3. Section 3 is enacted to read:

63A-16-1303. Restrictions on contracting with a foreign principal for accessto critical

infrastructure.
(1) A company or other entity constructing, repairing, operating, or otherwise having significant access

to critical infrastructure may not enter into an agreement relating to critical infrastructure in this

state with aforeign principal if the agreement would allow the foreign principal to directly or

remotely access or control critical infrastructure in this state.

(2) A governmental entity may not enter into a contract or other agreement relating to critical

infrastructure in this state with a company that is aforeign principal if the agreement would allow

the foreign principal to directly or remotely access or control critical infrastructure in this state.

(3) Notwithstanding Subsections (1) and (2), an entity or governmental entity may enter into a contract

relating to critical infrastructure with aforeign principal or use products or services produced by a

foreign principal if:

(a) thereisno other reasonable option for addressing the need relevant to state critical infrastructure;

(b) the contract is preapproved by the division; and
(c) not entering into the contract would pose a greater threat to the state than the threat associated with
entering into the contract.
Section 4. Section 4 is enacted to read:
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63A-16-1304. Accessrequirements and certification.
(1) To accesscritical infrastructure, a company shall:

(a) fileacertification form with the division; and

(b) pay acertification fee to the division.

(2) Thedivision shall prescribe the certification form required under Subsection (1)(a).

(3) To maintain certification as a company with access to critical infrastructure, a company shall:

(a) identify al employee positionsin the organization that have access to critical infrastructure;
(b) before hiring an individual described in Subsection (3)(a) or alowing the individual to continue
to have access to critical infrastructure, obtain from the Department of Public Safety or a private

vendor:

(i) criminal history record information relating to the prospective employee; and
(ii) other background information considered necessary by the company or required by the division to

protect critical infrastructure from foreign adversary infiltration or interference;

(c) prohibit foreign nationals from aforeign adversary from accessto critical infrastructure;

(d) disclose any ownership of, partnership with, or control from any entity not domiciled within the
United States;
(e) store and process all data generated by critical infrastructure on domestic servers;

(f) not use cloud service providers or data centers that are foreign entities;

(g) immediately report any cyberattack, security breach, or suspicious activity to the division; and

(h) comply with Section 63A-16-1303.

(4) Thedivision shall set the fee described in Subsection (1)(b) in an amount sufficient to cover the
costs of administering the certification process but not to exceed $150.

(5) Thedivision shall:

(a) determine whether a company is compliant with all requirements of this section; or

(b) revoke certification.
Section 5. Section 5 is enacted to read:
63A-16-1305. Division powers and duties.
(1) Anowner of acritical infrastructure installation shall notify the division of any proposed sale or

transfer of, or investment in, the critical infrastructure to:
(a) an entity domiciled outside of the United States; or
(b) an entity with any foreign adversary ownership.
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(2) Thedivision shall have no more than 30 days following the notice described in Subsection (1) to
investigate the proposed sale, transfer, or investment.

(3) The attorney general, on behalf of the division, may file an action in district court requesting an
Injunction opposing the proposed sale, transfer, or investment, if the division determines that a
proposed sale, transfer, or investment described in Subsection (1) threatens:

(a) state critical infrastructure security;

(b) state economic security; or

(c) state public health.

(4) If adistrict court finds, in an action brought under Subsection (3), that a challenged sale, transfer,
or investment in critical infrastructure poses a reasonable threat to critical infrastructure security,

economic security, or public health, the district court may issue an order enjoining the challenged

sale, transfer, or investment.

(5) Thedivision shall notify critical infrastructure entities of known or suspected cyber threats,

vulnerabilities, and adversarial activitiesin a manner consistent with the goals of:

(a) identifying and closing similar exploitsin similar critical infrastructure installations or processes;

(b) maintaining operational security and normal functioning of critical infrastructure; and

(c) protecting the rights of private critical infrastructure entities, including by reducing the extent to

which trade secrets or other proprietary information is shared between entities, to the extent that

the precaution does not inhibit the ability of the division to effectively communicate the threat of a

known or suspected exploit or adversarial activity.
Section 6. Section 6 is enacted to read:
63A-16-1306. Prohibited software and equipment.
(1) Software used in state infrastructure located within or serving this state may not include any

software produced by a company headquartered in and subject to the laws of aforeign adversary, or

a company under the direction or control of aforeign adversary.

(2) Software used in state infrastructure in operation within or serving this state, including any state
infrastructure that is not permanently disabled, shall have all software prohibited by Subsection (1)
removed and replaced with software that is not prohibited by Subsection (1).

(3) A state infrastructure provider that removes, discontinues, or replaces any prohibited software is

not required to obtain any additional permits from any state agency or political subdivision for the

removal, discontinuance, or replacement of the software if:
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(a) the state agency or political subdivision is properly notified of the necessary replacements; and

(b) the replacement software is similar to the existing software.
Section 7. Section 7 is enacted to read:
63A-16-1307. I nfrastructur e technology restrictions.
(1) On or after July 1, 2025, a governmental entity may not knowingly enter into or renew a contract

with a contracting vendor of prohibited infrastructure technoloqy if:

(a) the contracting vendor is owned by the government of aforeign adversary;

(b) the government of aforeign adversary has a controlling interest in the contracting vendor; or

(c) the contracting vendor is selling a product produced by:

(i) agovernment of aforeign adversary;

(i) acompany primarily domiciled in aforeign adversary; or

(iii) acompany owned or controlled by a company primarily domiciled in aforeign adversary.
(2) On or after July 1, 2025, each critical infrastructure provider in this state shall certify to the division
that it does not use any Wi-Fi router or modem system described in Subsections (1)(a) through (c).
(3) On or after July 1, 2025, the division shall create, maintain, and update a public listing of prohibited
infrastructure technology for government entities and critical infrastructure providers.
Section 8. Section 8 is enacted to read:
63A-16-1308. Communications equipment prohibitions.
(1) Critica communications infrastructure located within or serving this state shall be constructed not to
include any equipment manufactured by a federally banned corporation.

(2) Critical communications infrastructure in operation within or serving this state, including any

critical communications infrastructure that is not permanently disabled, shall have all eguipment

prohibited by this section removed and replaced with equipment that is not prohibited by this

section.
(3) A communications provider that removes, discontinues, or replaces any prohibited communications

eguipment or service is not required to obtain any additional permits from any state agency or

political subdivision for the removal, discontinuance, or replacement of the communications

eguipment or serviceif:

(a) the state agency or political subdivision is properly notified of the necessary replacements; and

(b) the replacement communications equipment is similar to the existing communications equi pment.
Section 9. Section 9 is enacted to read:

-10-
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63A-16-1309. Communications provider registration.
(1) A communications provider providing service in this state that utilizes equipment from a federally

banned corporation in providing service to this state shall:
(a) filearegistration form with the division by September 1, 2025;
(b) pay aregistration fee to the division; and

(c) filearegistration form with the division on January 1 of each year.

(2) A communications provider shall register with the division before providing service.

(3) Thedivision shall prescribe the registration form required under this section.

(4) A communications provider shall provide the division with the name, address, telephone number,

and email address of an individual with managerial responsibility for the Utah operations.

(5) A communications provider shall:
(a) submit aregistration fee at the time of submission of the registration form;

(b) keep the information required by this section current and notify the division of any changes to the

information within 60 days after the change; and

(c) certify to the division by January 1 of each year all instances of prohibited critical communications

eguipment or services described in Section 63A-16-1308 if the communications provider is a

participant in the Federal Secure and Trusted Communications Networks Reimbursement Program,
established by the federal Secure and Trusted Communications Networks Act of 2019, 47 U.S.C.
Sec. 1601 et seg., aong with the geographic coordinates of the areas served by the prohibited

equipment.
(6) If acommunications provider certifies to the division that it is a participant in the Federal Secure

and Trusted Communi cations Networks Reimbursement Program in accordance with, Subsection

(5)(c), the communications provider shall submit a status report to the division every quarter that

details the communications provider's compliance with the reimbursement program.
(7) Thedivision shall set the registration fee described in Subsection (5)(a) in an amount sufficient to
cover the costs of administering the registration process but not to exceed $50.
Section 10. Section 10 is enacted to read:
63A-16-1310. Administrative penalties and enfor cement.

(1) Thedivision may, in accordance with Title 63G, Chapter 4, Administrative Procedures Act, impose

an administrative fine on a communications provider that violates Section 63A-16-1309 of not less

than $5,000 per day and not more than $25,000 per day of noncompliance.

-11-



278

282

284

287

289

292

293

295

296

297

299

300

301

304

307

HB0165 compared with HB0165S03

(2) Thedivision may, in accordance with Title 63G, Chapter 4, Administrative Procedures Act, impose

an administrative fine on a communications provider that knowingly submits a false registration
form described in Section 63A-16-1309 of not less than $10,000 per day and not more than $20,000
per day of noncompliance.

(3) A communications provider that failsto comply with Section 63A-16-1309 is prohibited from
receiving:

(a) state or local funds for the development or support of new or existing critical communications

infrastructure, including the Utah Communications Universal Service Fund; and

(b) federal funds subject to distribution by state or local governments for the development or support of

new or existing critical communications infrastructure.

(4) Thedivision shall develop and publish, on a quarterly basis, a map of known prohibited
communications equipment described in Section 63A-16-1308 within al communications within or

serving this stete.
(5) The map described in Subsection (4) shall:
(a) clearly show the location of the prohibited equipment and the communications area serviced by the

prohibited equipment;

(b) state the communications provider responsible for the prohibited equipment;

(c) make clearly legible the areas serviced by the prohibited equipment; and

(d) describe the nature of the prohibited equipment by stating, at minimum, the prohibited equipment
manufacturer and equipment type or purpose.
Section 11. Section 11 is enacted to read:
63A-16-1311. Transition provisions.

1)
(a) A contract or agreement in effect on the effective date of this part that would be prohibited under

this part may continue in effect until 12 months after the effective date of this part.

(b) A contract or agreement described in Subsection (1)(a) may not be renewed, extended, or modified
to extend the term beyond the date described in Subsection (1)(a).
2

(@) A governmental entity or critical infrastructure provider that entered into a contract or agreement

described in Subsection (1) shall notify the division of the contract or agreement within 60 days
after the effective date of this part.

-12 -
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(b) The notification described in Subsection (2)(a) shall include:
(i) the nature of the contract or agreement;

(ii) theforeign principal or foreign adversary involved;
(iii) the critical infrastructure, equipment, or services covered by the contract or agreement;

(iv) the expected termination date of the contract or agreement; and

(v) any security measures currently in place to mitigate risks.

(3) Thedivision may, after consultation with the Department of Public Safety, require additional

security measures for contracts or agreements continuing under Subsection (1) if the division

determines that the contract or agreement poses an unacceptable risk to state security.

4)

(@) A communications provider that utilizes equipment from afederally banned corporation on the
effective date of this part shall:
(i) register with the division within 90 days after the effective date of this part; and

(ii) submit a plan for removing and replacing the prohibited equipment within 12 months after the

effective date of this part.

(b) A communications provider that fails to submit a plan described in Subsection (4)(a)(ii) within the

required timeframe is prohibited from receiving state or federal funds as described in Subsection
63A-16-1310(3).

(5) Ciritical infrastructure providers using prohibited transportation technology on the effective date of
this part shall certify compliance with Section 63A-16-1307 within 12 months after the effective
date of this part.

(6) This section appliesto contracts and agreements relating to:

(a) critical infrastructure under Section 63A-16-1303;

(b) prohibited software and equipment under Section 63A-16-1306;

(c) prohibited infrastructure technology under Section 63A-16-1307;

(d) communications equipment under Section 63A-16-1308; and

(e) communications provider registration under Section 63A-16-1309.

Section 3. Effective date.
Effective Date.
Thisbill takes effect on May 6, 2026.

2-17-26 12:54 PM
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